Iqteract with Linux
e




* Ever heard 11
* Ever heard GNU?
* S0, Please explain GNU/Linux?



Please, Met Tux!




* Why do we nee
* Securing what?
* How to do that?



Secure the environtment
S







* Room Security

* CPU security (locak case, no
cdrom.. else)

Bios Security

)isallow booting from floppy/cdrom/usb drive and




* Pressing Ctrl A
shutdown the system

* Prevent machine from being
rebooted

n -t3 -r now



* Hacking grub/
* Bypass , using “single rw
init=/bin/bash”

Boot using another Rescue CD

Take out passwd&shadow file
Add entry




g Bootloader

* Password for g
— GRUB configuration files 1S /bootse

menu. 1lst

— Add timeout=00 — do not show menu

Generate md5 password by running:
Grub-md5-cryp

<md5 password>



Wath your credentials
]




* Most IMPORTAN
neglected

* Set the right values 1in
etc/login.def
Change PASS MIN LEN 5




* Root 1s GOD in u
 Never login as root on your server
 Set login time out for root account
Set TMOUT to the time 1n seconds
edit /etc/profile and set:










* ({::& )
« /etc/security/limits.con ortant to se

limits, to prevent denial of service attacks
 Add/Change the lines in limits.conf to read:
* hard core O # prohibit core files
* hard rrs 5000 # memory usage 5M
* hard nproc 20 # number of process
/etc/pam.d/login and add

requir ity/pam_limits.so




- safe your way home
e




* Firewall

* ACL

* Network security tools
IPS/IDS




* Close all unn

— “netstat —anp” o
what’'s open

—Ntsysv, linuxconf to shut down

sof to see

Update-rc.d list apps from /etc/init.d




* Avoid using plaintext
telnet, ftp, http
* Sniffer will Do the best
Wireshark (formerly ethereal), ettercap,
tcpdump, e.t.c
Use (relatively) Secure Protocol
sh, sftp, https







 Packet filtering

— Deployed on routers t only autho
network traffic to the extent possible

 Application proxies

— An application program that runs on a firewall
system between two networks

— Application proxies make more complex filtering
and access control decision

amic packet filtering

tering allows both
payload and context



* A sample rule to drop
specific IP

iptables - | INPUT - iethO- s192.168.0.2 - j DROP

— iptables - is the command
— -T INPUT — insert into INPUT chailn
-1 ethO® — input interface

192.168.0. e IP address



Firestarter?

"= Firestarter brimstone.sbhy. abo.fi -0
Hrewall Edit Events Policy Help

o8 7]

Preferences  Lock Frewall Stop Firewall

‘status |Events |Policy |

| Firewall
Statiis Events
e Total  Serious
nbound 17 T
Active Duwbaund L] [4]
Network
Davice Tupe Becolwed  Sent  Activity
ethi Irterm et 0.7 M8 0.0 r48 2.2 KBfs
ethl Local 0.0 M8 0.1 r48 0.0 EB/s
S0 IPvE Tunnel 0.0 M8 0.0 M8 0.0 EBis

= Active connections

Source Crestination |F"|:|rt |S-Er'."rce IFrugram
130.232.120.53 &6.102.9.99 80 HTTP  firefox-bin
130.232.120.53 204.225.124.69 6667 Ircd xchat
130,232.120.53 216.239.51.104 80 HTTP  firefox-bin

http://www.fs-security.com - A Modern Linux
Firewall


http://www.fs-security.com/

Security tools

* Nmap
* Nessus
* Thc amap



* Snort — Network intru

— Performs real-time tr
logging on IP networks

— It can perform protocol analysis, content
searching/matching and can be used to detect a
variety of attacks and probes, such as buffer
overflows, stealth port scans, CGI attacks, SMB
probes, and 0S fingerprinting

nort uses a flexible rules language to
cribe traffic at it should collect or pass

mpleme snort.org/docs/

alysis and




* portsentry — protects

— runs as a daemon on t cted host,
listens to TCP/UDP ports and will block
scanning hosts from connecting to server

— For implementation:

http://sourceforge.net/projects/sentrytools/




Watch for a foot print
]




 UNSET HISTFILE
* History -c
* Rm —rf .bash history



0gglng

* Lastlog
* Last

* History



L Logging

bash shell stores up
~/.bash history file

Every user will have this file .bash history

Reducing the number of old commands the
.bash history file can hold will protect against
storing passwords typed on the command Lline

Set HISTFILESIZE and HISTSIZE lines 1in the
etc/profile to:

HISTFILESIZE = 20
ISYISIVASE



 Bastille

* Chkrootkit

 Rkhunter
CIS manually




Your data are so
expensive




Encryption

8 Tuelrppt .LIEIEI

File Wolmes Feulles Tool: Seffigs Help Homepage

Ditve_Vokime Size| Enciyplion Algosthes | Type | =]
G|
|
e | -
g Y
g |
e ]
g P
Sen [ DotVArchives'wedhat_ine go ESDME AES Hididen
e 5

S |

Cieate Vohume | Yohme Propeities. | \wipe Cache
Valume
|\Dewice H anddisk 1P artitior's =l Select File_
Fe Mk ol VobmeTook . |  SelectDevie. |

Drermount i Byult-Mourt Deviess || Digmowrd Al |: Ext I

http://www.truecrypt.org; Free open-source disk encryption software for Windows Vista/XP, Mac 0S
and Linux



* Hardware failure like
* accldentally deleting wra

« computer being stolen
?



- Tune your linux




el tunable

* Parameters can be se

* Prevent system from responding to ping
— edit /etc/sysctl.conf and add
net.ipv4.icmp.echo.ignore.all = 1

— restart the network by typing
/etc/init.d/network restart

efuse responding to broadcast request
nf and add

e.broadcasts =1
continued...




nable parameters

* Disable IP source rout
— edit /etc/sysctl.conf and add
net.ipv4.conf.all.accept source route = 0

— restart the network by typing
/etc/init.d/network restart

Enable TCP SYN Cookie Protection

— edit /etc/sysctl.conf and add

net.ipv4.tcp okies =1
typing

continued...



Inable parameters

* Disable ICMP redirect
— edit /etc/sysctl.conf and add
net.ipv4.conf.all.accept redirects =0

— restart the network by typing
/etc/init.d/network restart

Enable always-defragging protection
— edit /etc/sysctl.conf and add
net.ipv4.ip_alw defrag =1

» typing

continued. ..



Inable parameters

* Enable bad error messa
— edit /etc/sysctl.conf and add
net.ipv4.icmp_ignore_bogus error _responses =

— restart the network by typing
/etc/init.d/network restart

Enable IP spoofing protection

— edit /etc/sysctl.conf and add
net.ipv4.conf.a ilter =1

continued. ..



nable parameters

* Log spoofed, sou
and redirected packets
—edit /etc/sysctl.conf and add

net.ipv4.conf.all.log martians = 1

restart the network by typing




* Chrooted
* Virtualized

 Kernel security;
PIE+SSP/SELinux/grsec/PAX

ardened profile




« “Securing A Host Mach
Zereneh

 “Basic Linux/System Security”; Bill Stearns
Linux Manual
“Linux Security Howto”; Kevin fenzi , Dave wreski




	Interact with Linux
	GNU/Linux?
	Please, Met Tux!
	Security
	Physical Security
	Slide 6
	{Physical Security
	NO Ctrl+Alt+Del
	Bootloader
	Securing Bootloader
	User/Account Security
	Password
	Root Account
	File & Resources Security
	File Security
	Fork bomb
	Network Security
	Slide 18
	Ports?>
	Protocol
	Slide 21
	Firewall
	Iptables?
	Firestarter?
	Network Security tools
	IDS/IPS
	Portsentry
	Auditing&Logging
	Anti Logging
	Logging
	Shell Logging
	Auditing
	Encryption & Backup
	Encryption
	Backup
	Kernel Secuirty
	Kernel tunable parameters
	Kernel tunable parameters cont.
	Slide 39
	Slide 40
	Slide 41
	Advanced
	Reference

