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Spoiler, Intro, about
Arp brief, Arp attack

Ubuntu, arpwatch, swatch, gtk2-perl,
arpwWall

Shortcut, Conclusion
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Believe me !, there isn t any monkey
was harm for this presentation
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e I am y3dips
e Stuck in IT Security & Hacking since 2002
e Wrote articles, tips&tricks, advisories

Founder of @Cho.or.1d & ubuntulinux.or.id

- Another Comp/Inet/Net:Security Junkie
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It Could ve be every Man/Woman
Always Mess Around

Know Nothing

Less knowledge

Using some friendly tools L
(cain & abel) . B ‘
A kiddie L ¥ Y
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e Address Resolution Protocol

e Map IP network addresses to the
hardware addresses

y3dips@tarantula:~$ arp -a

speedgate.war.net (192.168.1.1) at 00:04:76:F7:85:41 [ether] PERM on eth0

v3dips | RITECH 2007



Node 1 Node 2
P Address: 10.0.0.59 P Addreas: 10.0.0.1

MAC Address: O0600852-F9.08 MAC Address: O0-1(+54-LAE1-40
D ARP Request D
— SHA: OC-60-08-52-F3-08 o

‘ = 3FA; 10.0.0.59

‘ THA; DOHICHICIC0-00

TPA; 10.0.0.1

ARP Reply
SHA: 00-10-34-CA-EL-40

SFA: 10.0.0.1
THA: 00-6008-52-F3.08
[PA: 1{]{]{]99 Images taken from: http://www.micr*soft.com
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e ARP spoofing aka ARP poisoning
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e Send ‘fake’ or 'spoofed', ARP
messages to an Ethernet LAN. These
frames contain false MAC addresses,
confusing network devices (e.g
switches)

e As a result frames intended for one
machine can be mistakenly sent to
another

Source : wikipedia.org
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modified ARP cache points: MAC: [ aa:aa:aa:aa:aa:aa)

modified ARP cache points:
(Eve's MAC) Y010 0701 ‘v

lt llllll
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(Eve's MAC)
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Bob
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Images taken from: http://www.acm.org



‘EM EC‘J'ICJ Or. '1.('.‘1 Wh'h' EC‘J'ICJ or. 'ld

Akl daralGpmant | afil gl apmant i

e Sniff data frames
e Modify the traffic

e Stop the traffic (denial of
services)

v3dips | RITECH 2007
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ArpSpoof.c
Nemes1is
Dsniff
Ettercap-NG
Cain & Abel
etcC ..
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Fle Wew Configre Took Help

LR eHBR +yv R LINEEOER 67 i

Decoders | @ Network W9 Sffer [of Cracer [ Traceroute [EB coou [)7 wireless

PR

=] apR-Cert

2 BpR-DNS

B APR-5SH-1 ()
APR-HTTRS (0)
APR-RO® ()

Sy APR-FTPS (0)

By APR-PORIS (1)

B APR-IMARS (0)

192.168.1.77 D0163685E47F 7 D004 7EF T4 192.168.1

¥
Status P address MAC address | Packets-> | <-Packats | MAC address | 1P addres:
& Ful-routing 192.168.1.77 0016368224 7F 14 14 D004 7EFFaoA L 216.155.1
@Fubroutng 2098519919 00MTEETSSL 90 102 O0IE3BSE4TF 192.168.]
@Fubroutng 192168177 ODIEMBSENTF 63 49 OOMATEFTESAL  149.9.1.1
@Fubrouting 192168177 ODIEIESEATF 1 10 ODTEFTESAl  66.249.8¢
¥




File  Yiew Configure Tools  Help

- ¥ CHALL CHALL
— gy @ WTLM SROOF SPODF

AUTH RESET - HTLH

W B, 3 I B

[k

’ﬁ Protected Storage |§ Metwirk |ﬂ'ﬂ Sriiffer |§ L34 Secrets |@f Cracker |@ Traceroute |M ZCou |[‘£ff] Wireless ‘

'S:g Passwords
£ FTP (1)

= e (o)
%F‘OF‘S (0}
s SMB (4)
Bl Telnet (0)
WYNC ()

1y 05 ()

1 SMTP (D)
NNTP (0)
DCERPC (0)
M3kerbS-Preduth (0)
Radius-Keys (0)
€ Radius-Users (0)

# 1o
&g IKE-PSK (0)

) MysQL (0)
B ShMP (0)
& SIP (D)

Timeskamp

| Passward | LRL

26042005 - 05:24:50
26/04/2005 - 05:25:02
26,/04/2005 - 05:25:17
26042005 - 05:42:48

209.73.168.74
B6,249.89,103

209.11,168,242 jamput@palsy. ...

-—

har hiktp: | i, plasa, com/

hittps: flagin.vahoo,com/confioflogin_wverifyZ i, sre="
djanii hiktps: | e google . comjaccounts ServiceLogin?ser,
anjrat hikkp: | i Friendsker ,.com/
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Ubuntu GNU/Linux
Arpwatch

Swatch

Perl-gtk

arpWall

v3dips | RITECH 2007
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Ubuntu 1s an African word meaning
‘Humanity to others’

Community developed

Debian GNU/linux-based operating
system

2004 (4.10/warty) .t'\

Been number 1 for a long time °
ubuntu

ux for human beings

v3dips | RITECH 2007
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e Monitors mac adresses on your
network and writes them into a file

e http://freequaos.host.sk/arpwatch/
— Latest release arpwatch NG 1.7

e Sudo apt-get install arpwatch

v3dips | RITECH 2007



1ndigo@tarantula:~$ sudo /etc/init.d/arpwatch restart

Stopping Ethernet/FODI station monitor daemon: arpwatch.

Starting Ethernet/FODI station monitor daemon: (chown arpwatch /var/lib/arpwatch/arp.dat) arpwatch.
1ndigo@tarantula:~$ tail -f /var/log/syslog

Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 29 21:
Jul 79 21:
Jul 29 21:
Jul 29 21:
i

56:04 tarantula kernel: [11567.932000
56:04 tarantula kernel: [11568.432000
56:04 tarantula kernel: [11568.432000
56:04 tarantula kernel: [11568.700000
56:04 tarantula kernel: [11568.700000]
dhclient:
dhclient:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:

56:05 tarantula
56:05 tarantula
56:47 tarantula
56:48 tarantula
56:48 tarantula
58:12 tarantula
58:17 tarantula
58:17 tarantula
58:41 tarantula
58:41 tarantula
58:41 tarantula
58:43 tarantula
58:46 tarantula
58:46 tarantula
58:46 tarantula
58:46 tarantula

atkbd.c:
atkbd.c:
atkbd.c:

Use 'setkeycodes 55 <keycode>' to make 1t know
Unknown key pressed (translated set 2, code Ox
Use 'setkeycodes 55 <keycode=' to make 1t know
atkbd.c: Unknown key released (translated set 2, code C
atkbd.c: Use 'setkeycodes 55 <keycodes' to make 1t know
Mo DHCPOFFERS received.

No working leases in persistent database -
ex1ting

Running as u1d=112 gid=116

listening on ethd

flip flop 192.168.1.1 0:e0:6:9:2:5a (0:4:76:17:85:41) ethO

execl: fusr/lib/sendmail: Mo such file or directory

reaper: pid 7930, exit status 1

ethernet mismatch 192.168.1.1 0:e0:6:9:2:5a (0:4:76:17:85:41) etho
flip flop 192.168.1.1 0:4:76:7:85:4]1 (0:e0:6:9:2:5a) ethd
ethernet mismatch 192.168.1.1 0:e0:6:9:2:5a (0:4:76:17:85:41) ethO
flip flop 192.168.1.1 0:e0:6:9:2:5a (0:4:76:17:85:41) ethO

execl: /usr/lib/sendmail: Mo such file or directory

reaper: pid 7949, exit status 1

execl: Jusr/lib/sendmail: No such file or directory

reaper: pid 7948, exit status 1

]
]
]
]

sleeping.
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e The active log file monitoring tool

e http://swatch.sourceforge.net/
— Latest rilis version 3.2.1

e Sudo apt-get install swatch

v3dips | RITECH 2007



y3dips@tarantula: ~ ¥ |y3dips@tarantula: ~

y3dips@tarantula:~$ tail -f svar/log/messages

Jul 29 19:45:25 tarantula kernel: [ 3729.700000] scsi4 : SCSI emulation for USB Mass Storage devices

Jul 29 19:45:30 tarantula kernel: 3734.700000] scs1 4:0:0:0: Direct-Access USEZ.0  Mobile Disk 1.00 PQ: © ANSI: Z
Jul 28 19:45:30 tarantula kernel: 3734.700000] SCSI device sdb: 2015231 512-byte hdwr sectors (1032 MB)

Jul 29 19:45:30 tarantula kernel: 3734.700000] sdb: Write Protect i1s off

Jul 29 19:45:30 tarantula kernel: [ 3734.704000] SCSI device sdb: 2015231 512-byte hdwr sectors (1032 MB)

Jul 29 19:45:30 tarantula kernel: 3734.704000] sdb: Write Protect 1s off

Jul 29 19:45:30 tarantula kernel: 3734.704000] sdb: sdbl

Jul 29 19:45:30 tarantula kernel: 3734.812000] sd 4:0:0:0: Attached scsi removable disk sdb

Jul 29 19:45:30 tarantula kernel: 3734.812000] =sd 4:0:0:0: Attached scsi generic sgl type O

Jul 29 19:45:37 tarantula kernel: 3742.180000] usbh 3-3: USE disconnect, address 4

Jul 29 19:49:55 tarantula kernel: 4000.104000] ush 3-3: NECEGMWSHEEHBEEGRESE device using ehcl hed and address S

Jul 29 19:49:55 tarantula kernel: 4000.236000] ush 3-3: configuration #1 chosen from 1 choice

Jul 29 19:49:55 tarantula kernel: [ 4000.3208000] scsiS : SCSI emulation for USB Mass Storage devices

Jul 29 19:50:00 tarantula kernel: 4005, 332000] scs1l 5:0:0:0: Direct-Access Usez.0 Mobile Disk 1.00 PQ: @ ANSI: 2
Jul 29 19:50:00 tarantula kernel: Z ! — " : — :
Jul 29 19:50:00 tarantula kernel: 5 .swatchrc (~) - VIM
Jul 29 19:50:00 tarantula kernel:

Jul 29 19:50:00 tarantula kernel: File Edit Wiew Terminal Tabs Help

Jul 29 19:50:01 tarantula kernel:

e T e B e T e B e e I e I e I e T e R B e B e |

3)

Jul 20 19:50:01 tarantula kernel: exec echo "FlashDisk Baru dikoneksikan"
iul 29 19:50:01 tarantula kernel: EC""ID bﬂl]..d
exec echo "----n

y3dips2<arantula:~% sudo swatch -c /home/indigo/.swatchrc -t fuarflngmeEEEgEEI

y3dips@tarantula:~¢ sudo swatch -c fhome/y3dips/.swatchrc -t fvar/log/messages
*#ok gwatch version 3.2.1 (p1d:6479) started at Sun Jul 29 19:52:42 WIT 2007

FlashDisk Baru dikoneksikan
Jul 29 19:52:49 tarantula kernel: [ 4173.952000] usb 3-3: new high speed USE device
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e The collective name for a set of
perl bindings for Gtk+ 2.x and
various related libraries

e These modules make it easy to write
Gtk and Gnome applications

* http://gtk2-perl.sourceforge.net/ &

use Perl;
v3dips | RITECH 2007



#1 Jusr/bin/perl -w
use Gtk2 -1mt:

my fwindow = Gtk2: :Window->new (' toplevel');
my $button = Gtk2::Button-=new ' awas arp attack ');

sbutton-=signal connect (clicked =» sub { Gtk2-=main quit });
swindow->add ($button):

swindow-»show all;

Gtk2->main:
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indign@térantula:~$ sudo Setc/init.d/arpwatch restart
Stopping Ethernet/FDDI station monitor daemon: arpwatch.

d.c: Use 'setkeycodes 55 <keycodex!

: Unknown key pressed (translate

[

- - : -
Starting Ethernet/FDDI station monitor daemon: (chown argltch d.c: use 'setkeycodes 55 <keycodes

[

arantula
arantula
arantula

watchfor

watchfor

[ *.swatchre X |

tarantula
tarantula
tarantula
tarantula
tarantula
tarantula
tarantula

/flip flops
exec thome/indigo/arp-attack.pl

/ethernet msmatch/
exec /home/indigol/arp-attack.pl

tarantula
tarantula
tarantula
tarantula
tarantula
tarantula
tarantula
tarantula

Ln 5, Col 26

INS

kernel:
kernel:

[11568.700000] atkbd.
[11568.700000] atkbd.c: Use 'setkeycodes 55 <keycodes
dhelient:
dhelient:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:
arpwatch:

: Unknown key released (translat

No DHCPOFFERS recelved.

Mo working leases i1n persistent database - sleeping
exiting

Running as uild=112 gid=1186

Listening on etho

flip flop 192.168.1.1 D:e0:6:9:2:5a (0:4:76: {@L85: 4
execl: susr/lib/sendmail: No such file or directory
reaper: pid 7930, exit status 1

ethernet mismatch 192.168.1.1 0:e0:6:9:2:5a (0:4:76:;
flip flop 192.168.1.1 0:4:76:17:85:41 (0:e0:6:9:2:5:
ethernet mismatch 192.168.1.1 0:e0:6:9:2:5a (0:4:76
flip flop 192.168.1.1 D:e0:6:9:2:5a (0:4:76:f7:85:4
execl: fusr/lib/sendmail: Mo such file or directory
reaper: pid 7949, exit status 1

execl: fusr/lib/sendmail: Mo such file or directory
reaper: pid 7948, exit status 1

4 j Applications Places

T arp- kmark

| awas arp attack | nail - ¢

Pﬁﬂ ‘iﬂ ;; o

(i

indigo@tarantula:~% sudo swatch -c¢ fhomefindigo/.swatchrec -t fvars/logssyslog &

[1] =sass

indigo@tarantula: ~%
*** gwatch wversion 3.2.1 (pid:84886) s

indigo@tarantula:~%

rted at Thu Jul 26 22:12:09 WIT 2007
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This tools will give an early
warning when arp attack occurs and
will simply block the connection

(ver 0.0.1)
Based on arpwall + swatch + gtk2perl
Need time? And idea?

v3dips | RITECH 2007


http://arpwall.sf.net/

L ¥ =

File Edit Mjew History  Bookmarks Tools  Help

@ - E;\,‘l - @] (A | @' L] http:/farpwall.sourceforge. net) v b"] "’ oogle

Welcore to arpWall projekt official site

thiz site are still under constrction ... for a while u could browse here

W

v arp-attack - O X } Widg
L1
v arp-attack - O X @

v arp-attack - 0O X

=

v arp-attack - O X

v arp-attack — O X | BLO

v arp-attack — O X
@arp-attac

| ARP ATTACK OCCURS!!

Cone
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Set Static Arp Table
Sudo arp —s [1p] [mac address]

arp-s 192.168.1.1 88-84-76-f7-85-41

Would be a problem
Still Not 100% surely Secure

v3dips | RITECH 2007



File Wiew Configure Tools Help

O @y o | | B, %] NN B o
Eg} Protected Storage @ Metwork |EE Sniffer | ﬁ 154 Secrets  |of Cracker | Traceroute | CoDU Eﬁ” Wireless
¥ AFR Status IP address MAC address Packets -= | <- Packets | MAC address IP address

<7y APR-DN & Prisaning 192,168.1.1 O0476F78541 1234 0 O01636BSE47F 192168177

Bl APR-S5H-1 (00

) APR-HTTPS (27)

T APR-RDP (0)
Status IF address MAC address Packets -= | <- Packets | MAC address IP address
*:3’ Half-routing 216,155,193,160 0004 76F 75541 29 1] 001 6.36ESE47F 192.168.1.77
4}' Half-routing 209,85,147.83 Q004 7eF7a8541 196 1] 10163665E47F 192.168,1,77
'¢>‘ Half-routing 21717247 239 0004 7aF7a541 4 1] 001 653665E47F 192.165.1.77
‘} Half-routing 216,176.189,658 Q004 7eF 7541 1257 1] 001 636E5E47F 192.168.1.77
'¢,\3‘ Half-routing 216,139,194,229  000476F 75541 221 1] 10163665E47F 192.168,1,77
4} Half-routing 195,107,144, 20 0004 7eF 7541 401 1] 001 6.36ESE47F 192.168.1.77
4}' Half-routing 81.22,99,133 Q004 76F78541 123 1] N0163665E47F 192.168,1.77
*:3’ Half-routing 209,585,143, 164 004 7eF 7541 57 1] 001 636ESE47F 192.168.1.77
‘} Half-routing 209.85,143,99 0004 76F 73541 a5 1] 001 636B5E47F 192.168.1.77
'¢,\3‘ Half-routing 63,142,233,183 004 /aF78541 3 1] 10163665E47F 192.168,1,77
‘} Half-routing 213.2368.208.100 0004 7eF 78541 14 1] 001 636E5E47F 192.168.1.77
*}' Half-routing 66,2949,51,121 Q004 7/eF78541 13 1] N0163665E47F 192.168.1.77
*:3’ Half-routing 209.85,143,97 004 7aF7a541 a9 1] 001 636ESE47F 192.168.1,77
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Fix MAC for each device port

Using another good Authentication

than using MAC address
Good Network Configuration
Segmentation (e.g VLAN)
Monitoring machine

v3dips | RITECH 2007
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e Using arpwatch-ng, X-arp, arp-gquard,
or other arp-defend-application
e using Secure connection (SSL, SSH,

IPSec) even still potentially
attacked

v3dips | RITECH 2007
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D ALL

Have Somethin to Discuss?

(talk talk talk)
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